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Abstract. The article addresses the application of artificial intelligence and machine learning technologies
for protecting public-sector information systems against cyber threats. The inadequacy of classical signature-
based tools against modern attacks is analyzed. The use of ML models for intrusion detection, malware
classification, phishing protection, and user behavior analytics is reviewed. New risks linked to the use of Al
tools by attackers themselves are discussed.

Keywords: artificial intelligence, cybersecurity, public sector, machine learning, intrusion detection,
phishing, deepfake.

Annotatsiya. Magolada davlat sektorining axborot tizimlarini kibertahdidlardan himoya qilishda sun’iy
intellekt va mashinali o'qitish texnologiyalaridan foydalanish masalalari ko‘rib chigilgan. Klassik imzoga
asoslangan vositalarning zamonaviy hujumlar oldida samarasizligi tahlil gilingan. ML-modellarining hujumlarni
aniqlash, zararli dasturlarni tasniflash, fishingga qarshi himoya va xulg-atvor tahlilida qo‘llanilishi yoritilgan.
Hujumchilar tomonidan Sl vositalaridan foydalanish bilan bog‘liq yangi xavflar tahlil gilingan.

Kalit so‘zlar: sun’iy intellekt, kiberxavfsizlik, davlat sektori, mashinali o‘qitish, hujumlarni aniglash, fishing,
deepfake.

AHHoTauua. B cratbe paccMOTpPeHbl BOMPOCHI MPUMEHEHUSA WCKYCCTBEHHOTO MHTEnNneKkra Mu
MaLLMHHOIO 0ByYeHus AN 3amTbl MHPOPMAaLMOHHBIX CUCTEM FOCYAapCTBEHHOIO CEKTOopa OT Kubepyrpos.
[MpoaHanu3npoBaHa He4OCTaTOMHOCTb KMaCcCUYeCKNX CUTHaTYPHbIX CPeACTB nepes COBPEMEHHbIMU aTakamu.
OcBeleHo ncnonb3oBaHne ML-mogenen B 3agadax o6Hapy>KeHUs BTOPXKEHWI, Knaccudukaumm BpeLoOHOCHOIo
MO, 3awmTbl OT ULIMHIA M aHanuM3a MNoBedeHUs norb3oBaTenen. [poaHanM3MpoBaHbl HOBbLIE PUCKW,
CBSI3aHHbIE C UCMOMb30BaHMEM UHCTPYMeHTOB M camnmm 3moyMblILLIEHHKaMM.

KnioyeBble crnoBa: WCKYCCTBEHHbIN WHTENMEKT, knbepbe3onacHoCTb, roCygapCTBEHHbIN CeKTop,
MaLUMHHOE 00yYeHne, OOHapyXeHne aTtak, OULLIMHT, AUNdENnK.

INTRODUCTION

Over the last ten years, the informatization of the public sector has accelerated sharply: public services
have moved to electronic platforms, citizens’ data are being stored in cloud repositories, and interagency
communication is being carried out through digital channels. Within the framework of the “Digital Uzbekistan
— 2030” Strategy, this process has accelerated even further. However, along with the expansion of digital
infrastructure, the number and complexity of attacks directed at public information resources are also increasing
[1]. Figure 1 presents the growth dynamics of cyberattacks targeting the public sector during 2019-2024.
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Figure 1. Dynamics of Cyberattack Growth (2019-2024)

Traditional security tools—signature-based antivirus software, static firewalls, and rule-based IDS—were
designed for a closed and previously known threat model. Polymorphic malware rewrites its code each time
it is executed, fileless attacks exist only in volatile memory, and zero-day attacks have no signatures at all [2].
Machine Learning (ML) learns from historical data and generalizes to previously unseen samples, making it
possible to detect attacks without predefined rules [3]. The purpose of this article is to systematically review
the application of Al technologies in combating cyber threats in the public sector and to analyze the associated
risks.

LITERATURE REVIEW

The integration of artificial intelligence and cybersecurity has become one of the important directions
of scientific research in recent years. As digital transformation processes accelerate, the issue of protecting
information systems in the public sector is gaining increasing importance. For this reason, many researchers are
paying special attention to studying the capabilities of artificial intelligence and machine learning technologies
in cybersecurity.

One of the early scientific studies on the application of machine learning methods in cybersecurity was
conducted by Sommer and Paxson, who analyzed the advantages and limitations of machine learning in
anomaly detection systems. The researchers emphasize that the constantly evolving nature of cyberattacks
reduces the effectiveness of traditional signature-based security tools, thereby increasing the need for adaptive
intelligent systems.

Buczak and Guven conducted a comprehensive analysis of the application of machine learning algorithms
in cybersecurity and demonstrated the effectiveness of supervised and unsupervised learning methods in attack
detection. According to the authors, Random Forest, Support Vector Machine, and Decision Tree algorithms
provide high performance in detecting network attacks.

The deep learning theory developed by Goodfellow, Bengio, and Courville was later introduced into
cybersecurity systems. The effectiveness of CNN and LSTM models in network traffic analysis, malware
detection, and user behavior monitoring has been confirmed by numerous studies. Research conducted by Kim
and colleagues showed that deep neural networks achieve higher accuracy in malware detection compared to
traditional approaches.

Studies by Sarker, Alazab, and Mahmood on the impact of artificial intelligence on cybersecurity in the
public sector highlight the advantages of intelligent threat detection mechanisms for public information systems.
The authors emphasize that Al technologies make it possible to conduct real-time monitoring, predict threats,
and automatically analyze security incidents.

In recent years, scientific literature has also paid increasing attention to the negative aspects of artificial
intelligence. Huang, Kwon, and other researchers have examined adversarial machine learning issues and
demonstrated the risks of poisoning and evasion attacks against machine learning models. In addition, it has
been noted that generative artificial intelligence and large language models (LLMs) enable the creation of
phishing emails, deepfake audio, and video materials, thereby increasing the sophistication of cybercriminal
activities.

The analyzed scientific sources indicate that artificial intelligence technologies are a promising tool for
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ensuring cybersecurity in the public sector. However, when implementing them in practice, it is also necessary
to consider factors such as data privacy, model transparency, resilience to adversarial attacks, and legal-
regulatory requirements.

RESEARCH METHODOLOGY

This study was conducted as a theoretical-analytical investigation aimed at analyzing the possibilities of
using artificial intelligence technologies in combating cyber threats in the public sector. During the research
process, scientific literature, reports of international organizations, and contemporary applied studies related to
cybersecurity, artificial intelligence, and machine learning were examined.

The theoretical foundation of the study was formed by scientific concepts related to artificial intelligence,
machine learning, deep learning, and cybersecurity. In particular, modern approaches to cyberattack detection,
malware classification, phishing prevention, user behavior analysis, and network security were analyzed.

Comparative-analytical, system analysis, content analysis, and generalization methods were employed
in the study. The comparative-analytical method was used to compare the advantages and disadvantages
of traditional cybersecurity tools and Al-based protection systems. Through system analysis, the relationship
between major cyber threats in the public sector and the Al technologies used to counter them was examined.
Content analysis was applied to scientific articles, technical reports, and international practices in order to
identify current trends and challenges.

The data sources included Scopus, Web of Science, IEEE Xplore, Springer, Elsevier, Google Scholar, and
open reports published by international cybersecurity organizations. In addition, recent studies related to public
information system security, adversarial machine learning, deepfake technologies, and large language models
were reviewed.

Logical generalization and scientific synthesis methods were used to process and analyze the collected
information. Based on the research findings, scientific conclusions were formulated regarding the advantages,
existing limitations, and prospective development directions of the use of artificial intelligence technologies in
the public sector.

RESULTS AND ANALYSIS

The composition of threats targeting the public sector differs from that of the private sector. Figure 2
presents the distribution of the main types of attacks: phishing and ransomware occupy the leading positions,
while APT groups and insider threats also represent a significant share.

Fishing 31%
Ransomware
DDoS

APT

Insayder

Boshqgalar

0 5 10 15 20 25 30 35
Hissasi, %

Figure 2. Shares of Cyber Threat Types Targeting the Public Sector

In practice, the main Al approaches are as follows: supervised learning (logistic regression, Random
Forest, XGBoost) works with labeled data and provides high accuracy in classifying spam, phishing, and
malware [4]; unsupervised learning (isolation forest, autoencoders) does not require labeling and detects
anomalies, including zero-day attacks [5]; deep learning (CNN, LSTM, transformers) operates on raw traffic
and sequences of system calls but requires significant computational resources [6]; NLP and large language
models (LLMs) extract meaning from emails and log records, helping to prioritize alerts and prepare reports in
Security Operations Centers (SOCs) [7].

In the public sector, these methods are applied in several key areas. Intrusion Detection Systems (IDS/
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NIDS) operate using a hybrid architecture: a signature engine is used for known attacks, while the ML anomaly
layer is responsible for zero-day attacks and APT activity. APT groups often remain hidden within a network for
weeks or even months, and unsupervised methods are necessary to detect their lateral movement. In malware
analysis, static features (opcode frequencies, imported APIs, section entropy) and dynamic sandbox analysis are
combined—the former performs preliminary filtering, while the latter confirms the results [8]. The classification of
ransomware families deserves special attention: models identify new strains through behavioral similarity with
previously known families. In phishing protection, NLP detects social engineering patterns (urgency, authority
impersonation, unusual wording), while computer vision compares screenshots of suspicious websites with
templates to detect visual imitation [9]. UEBA systems build normal behavioral profiles for each user and device
and detect insider threats, including employee misuse and account compromise following password leaks [10].
Atthe SOC level, ML prioritizes and correlates alerts: the average SIEM in a government organization generates
tens of thousands of events per day, and without ML methods analysts would be unable to investigate most
of them. Deep learning methods (CNN, LSTM) demonstrate higher accuracy and lower false-positive rates
compared to classical signature-based IDS systems: several empirical studies have reported accuracy above
96% for CNN models, while false-positive rates remained below 3%.

Adversarial machine learning (adversarial ML) has emerged as an independent field of study. Evasion
attacks identify input data that cause a classifier to produce incorrect results, such as malware disguised as
benign software or images altered with imperceptible noise. Poisoning attacks insert contaminated samples
into training datasets and establish backdoors that can be activated by specific triggers [11]. If a model makes
security-related decisions in production environments, it will eventually be tested by attackers.

Attackers have also adopted Al into their arsenal. By using LLMs, it is possible to create well-written
phishing messages in various languages—including Uzbek and Russian—and the old rule of “poor spelling
means a suspicious email” no longer applies. Deepfake voice technology has already been used in real fraud
cases: a subordinate employee was called using a manager’s voice and persuaded to authorize a money
transfer [12]. This threat is particularly acute in the public sector, where decisions are often made on the basis
of voice or video confirmation.

Data and interpretability issues also remain significant. Attacks are relatively rare, while normal traffic
exists in large volumes, meaning that classes may be imbalanced by hundreds of times. Regulations governing
the processing of personal data impose substantial restrictions on the generalization of data for model training,
and data sharing between organizations is often legally prohibited. In addition, analysts must understand why a
model generated an alert; without such information, it is impossible to justify decisions to management. SHAP
and LIME methods provide partial solutions, but the trade-off between accuracy and interpretability remains an
open issue [13].

CONCLUSION AND RECOMMENDATIONS

Artificial intelligence is becoming firmly established within the cybersecurity systems of the public sector.
In SOCs, ML removes part of the analysts’ repetitive workload; in IDS systems, it detects attacks for which
no signatures have been written; and in UEBA systems, it identifies insider threats. At the same time, Al has
introduced new risks: models can be attacked, deceived, and stolen, while attackers themselves are increasingly
making effective use of generative tools. The specific characteristics of the public sector—data confidentiality,
requirements for transparency in decision-making processes, and legal constraints—require Al implementation
to be carried out more cautiously than in the private sector. Al has not become a “silver bullet”; rather, it is
a working tool, and its value depends on how carefully it is applied, how clean the input data are, and how
critically people evaluate its outputs.
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