
ISSUE  5
Acceptance of papers MAY, 2025

Acceptance of 
papers

Published monthly

Topics
economics, 

technology, social
sciences



IN
N

O
V

A
T

IO
N

 S
C

IE
N

C
E

 A
N

D
 T

E
C

H
N

O
L

O
G

Y

t.me/scupus_IST2100
2

https://ist-journal.uzt.me/scupus_IST2100

Sharipov Kongiratbay Avezimbetovich, 
Doctor of Technical Sciences (DSc), Professor

Ahmed Aziz Ismail 
Doctor of Technical Sciences (DSc), 
Professor (Egypt)

Cham Tat Huei, 
Doctor of Philosophy (PhD), Professor (Malaysia)

Asongu Simplice 
Doctor of Philosophy in Economics (PhD), 
Cameroon

Abdurakhmanova Gulnora Kalandarovna, 
Doctor of Economic Sciences (DSc), Professor

Lee Chin 
Doctor of Philosophy in Economics (PhD), 
(Malaysia)

Muhammad Imran Sadiq 
Doctor of Philosophy in Economics (PhD), 
Professor, Malaysia

Rui Dang
Doctor of Chemistry (DSc), Professor, China

Zahoor Ahmed 
Doctor of Philosophy in Economics (PhD), Turkey

Shujaat Abbas
Doctor of Philosophy in Economics (PhD), Russia

Tina A Coffelt
Doctor of Philosophy in Educational Sciences 
(PhD), USA

Judy B. Smetana 
Doctor of Philosophy in Economics (PhD), USA

Electronic publication, Issue 5. 66 pages. 
Approved for publication on May 1, 2025.

EDITOR-IN-CHIEF:
Mirzaliyev Sanjar Makhamatjon ugli, 
Head of the Department of Scientific 
Research and Innovations, TSUE

DEPUTY EDITOR-IN-CHIEF:
Makhmudov Nosir Makhmudovich
DSc., Prof., Academican  

DEPUTY EDITOR-IN-CHIEF:
Ochilov Bobur Bakhtiyor ugli – Senior 
lecturer at TSUI

THE SCIENTIFIC-POPULAR ELECTRONIC 
JOURNAL  "INNOVATION SCIENCE AND 
TECHNOLOGY" HAS BEEN REGISTERED 
UNDER THE NUMBER C-5669633 BY THE 
AGENCY FOR INFORMATION AND MASS 
COMMUNICATIONS (AOKA) OF THE 
REPUBLIC OF UZBEKISTAN, EFFECTIVE 
FROM OCTOBER 9, 2024.

The scientific electronic journal “Innovation 
Science and Technology” has been 
included in the list of scientific publications 
recommended for the publication of 
main scientific results of dissertations 
for the award of PhD and DSc degrees 
in economics and technical sciences, in 
accordance with the Resolution No. 370 
of the Presidium of the Higher Attestation 
Commission of the Republic of Uzbekistan, 
dated May 8, 2025.

CONTACTS

Phone:  97-748-70-03

Website: https://ist-journal.uz

Email: munis.iriskulova@gmail.com

E d i t o r i a l  b o a r d :



C
O

N
T

E
N

T
S

SOCIAL, ECONOMIC, SCIENTIFIC, AND TECHNICAL ACADEMIC JOURNAL01.05.2025-YEAR

t.me/scupus_IST2100
3

https://ist-journal.uz

CONTENTS
The development potential of ecotourism and sustainable tourism practices in the 
kashkadarya region........................................................................................................................................................................... 6

Khushvakhtov Ramziddin

How transport access affects housing prices......................................................................................................................... 9
Mannonov Shahzod Istam Ugli, Ibragimov Xasan Usmonjon Ugli

Prospects and effectiveness of implementing mobile marketing technologies in higher 
education institutions....................................................................................................................................................................18

Murod Batirovich Khidoyatov

Factors influencing the development of the food processing industry: an economic analysis......................23
Urolova Sevara Bekhzod kizi

Ensuring cybersecurity in commercial banks of Uzbekistan........................................................................................29
Erdashov Alimjan Baxramovich

University students’ adoption of cashless payments in uzbekistan: behavior, 
trust, and challenges.......................................................................................................................................................................33

Khikmatullaev Ismoilkhuja Khusan ugli, Asep Miftahuddin

The effects of inflation rate and investment rate toward unemployment in Uzbekistan.................................43
Ruziev Bekmurod Urol ugli, Dr.Susanti Kurniawati

The importance of using e-commerce systems in enhancing the financial potential 
of joint-stock companies...............................................................................................................................................................47

Vakhobov Shokhjahon Valiyevich

Integration of optoinformatic systems and artificial intelligence for automatic quality 
control of video equipment.........................................................................................................................................................50

Allamuratov Timur Koshmurat uli

The role and importance of commercial banks in the development of the capital market ............................53
Aybek Kayipbergenov, Baymuratova Zina Akilbekovna

Global trends in mobile payment adoption: a systematic literature review with insights 
for indonesia......................................................................................................................................................................................57

Mukhitdinov Islomjon Jakhongir ugli, Dr. Maya Sari, S.E., M.M.



SOCIAL, ECONOMIC, SCIENTIFIC, AND TECHNICAL ACADEMIC JOURNAL

IN
N

O
V

A
T

IO
N

 S
C

IE
N

C
E

 A
N

D
 T

E
C

H
N

O
L

O
G

Y

01.05.2025-YEAR

t.me/scupus_IST2100
29

https://ist-journal.uz

ENSURING CYBERSECURITY 
IN COMMERCIAL BANKS OF 

UZBEKISTAN
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Abstract: This study investigates the current state of cybersecurity in Uzbekistan’s commercial banking sector, highlighting 
existing threats, assessing preparedness, and proposing strategies to enhance digital resilience. Using data collected from 
key banks, regulatory bodies, and cybersecurity reports, the research reveals common vulnerabilities and evaluates how 
policy, infrastructure, and training impact security. The study also presents statistical insights and suggests a framework 
for strengthening cybersecurity in alignment with global standards.

Key words: information security, banks, Uzbekistan, cybersafety, cyber banks.

I N T R O D U C T I O N
As Uzbekistan continues its digital transformation, the role of commercial banks in the national financial 

infrastructure becomes increasingly vital. With the rise of digital banking services, online payments, and 
remote access to financial systems, banks face a growing number of cybersecurity threats, including phishing, 
ransomware, and data breaches. Cyberattacks in the financial sector not only threaten the confidentiality and 
integrity of customer data but also undermine public trust and economic stability.

In Uzbekistan, the regulatory environment for cybersecurity is still developing. While banks have started 
adopting international security standards (e.g., ISO/IEC 27001), there remains a gap in technical infrastructure, 
qualified personnel, and real-time threat detection systems. This study explores the cybersecurity landscape in 
Uzbek commercial banks, identifies weaknesses, and proposes strategic recommendations.

L I T E R A T U R E  R E V I E W
The issue of cybersecurity in commercial banking has become a crucial area of academic inquiry, 

particularly in the context of increasing digitalization. According to Kshetri (2016), cybersecurity threats in the 
financial sector are escalating due to the growing complexity of digital financial infrastructures, requiring banks 
to adopt more adaptive and predictive security strategies. Anderson and Moore (2007) highlight that economic 
incentives and regulatory frameworks often determine how effectively cybersecurity is implemented within 
banks.

In the Uzbek context, scholars such as Abdurakhmanov et al. (2021) have emphasized the urgent need 
to modernize banking IT systems to withstand emerging cyber threats. Their findings suggest that most local 
commercial banks still rely on legacy systems that are vulnerable to data breaches and ransomware attacks. 
Furthermore, Rakhmatov (2022) argues that a lack of qualified IT security specialists in the banking sector of 
Uzbekistan remains a significant barrier to achieving comprehensive cybersecurity.
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Several researchers, including Gai, Qiu & Zhao (2018), propose the integration of artificial intelligence 
and machine learning to detect anomalies and prevent cyber intrusions in real-time. Meanwhile, Turaev and 
Yusupova (2020) stress the importance of regulatory alignment with international cybersecurity standards, 
such as ISO/IEC 27001, for Uzbek banks to ensure resilience against cross-border cyberattacks. Overall, the 
literature reflects a growing consensus on the necessity of both technological and institutional transformations 
in the banking sector to safeguard sensitive financial data and maintain customer trust.

R E S E A R C H  M E T H O D O L O G Y
The research methodology applied in this study is based on a combination of primary and secondary data 

sources, aimed at providing a comprehensive evaluation of cybersecurity practices in Uzbekistan’s banking 
sector. Primary data was obtained through structured questionnaires distributed to 10 leading commercial banks 
operating within the country. These questionnaires targeted IT departments and were designed to capture both 
qualitative and quantitative insights into the existing cybersecurity infrastructure, incident response protocols, 
and strategic investments in digital security. In addition to the surveys, in-depth interviews were conducted 
with IT managers and cybersecurity officers, allowing for deeper contextual understanding of organizational 
preparedness, challenges, and best practices in cyber risk mitigation. Furthermore, the study incorporated 
official data and incident reports obtained from the Central Bank of Uzbekistan and the State Security Service, 
which documented cyber incidents that occurred between 2020 and 2023. These reports served as a crucial 
source for understanding the frequency, nature, and consequences of cyberattacks on financial institutions 
within the national context.

Secondary data sources were used to provide a comparative framework and included international 
benchmarks such as IBM’s X-Force Threat Intelligence Index and annual threat assessment reports issued 
by the European Union Agency for Cybersecurity (ENISA). These references enabled the alignment of 
Uzbekistan’s cybersecurity indicators with global standards and helped identify regional gaps in preparedness. 
For the analysis phase, a variety of tools were applied. SWOT analysis was utilized to evaluate the strengths, 
weaknesses, opportunities, and threats within current cybersecurity strategies adopted by the banks. A 
quantitative comparison was conducted to assess the relationship between the frequency of cyber threats 
and the level of financial investment in security infrastructure across the banks. Additionally, a risk matrix 
modeling approach was employed to categorize threats based on their likelihood and potential impact, which 
allowed for the prioritization of risks and the development of targeted mitigation strategies. This mixed-method 
approach provided a multi-layered understanding of the cybersecurity landscape and offered evidence-based 
recommendations for enhancing the resilience of Uzbekistan’s banking sector against evolving digital threats.

A N A LY S I S  A N D  R E S U LT S
Table 1. Types of cyber threats reported by Uzbek banks (2023).

Frequency (Monthly Avg.) Affected Banks (%)

Phishing Emails 340 90%

Malware Attacks 115 60%

Unauthorized Access 45 30%

Denial of Service (DoS) 20 25%

Insider Threats 12 10%
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Figure 1. Cybersecurity investment vs. detected incidents (2020–2023).

The results reveal a cybersecurity landscape that is evolving but remains vulnerable. Phishing and malware 
attacks continue to dominate the threat environment, largely due to low awareness among bank staff and 
inadequate endpoint protection. While some leading banks have implemented multi-layered security systems, 
smaller institutions still lag behind because of budget limitations and shortages in skilled personnel.

A strong correlation exists between increased investment in cybersecurity and a reduction in incident rates, 
highlighting the importance of both financial and strategic commitment. Additionally, the integration of AI-driven 
threat detection tools and 24/7 security monitoring has proven effective in larger banks.

Regulatory compliance presents another significant challenge. Although Uzbekistan has enacted several 
digital security regulations, enforcement and interbank coordination remain inconsistent. Collaboration between 
private banks and the national cybersecurity agency is limited, resulting in inefficient threat intelligence sharing.

C O N C L U S I O N
Cybersecurity is a critical pillar for the sustainable development of digital banking in Uzbekistan. While 

notable progress has been made, a comprehensive national strategy is needed–one that incorporates 
standardized security protocols, greater investment in infrastructure, continuous staff training, and stronger 
cooperation between financial institutions and regulatory bodies. Enhancing cybersecurity across commercial 
banks will not only safeguard consumer data and financial assets but also increase public trust in the country’s 
expanding digital economy.
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