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Abstract: This study investigates the current state of cybersecurity in Uzbekistan’s commercial banking sector, highlighting
existing threats, assessing preparedness, and proposing strategies to enhance digital resilience. Using data collected from
key banks, regulatory bodies, and cybersecurity reports, the research reveals common vulnerabilities and evaluates how
policy, infrastructure, and training impact security. The study also presents statistical insights and suggests a framework
for strengthening cybersecurity in alignment with global standards.
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INTRODUCTION

As Uzbekistan continues its digital transformation, the role of commercial banks in the national financial
infrastructure becomes increasingly vital. With the rise of digital banking services, online payments, and
remote access to financial systems, banks face a growing number of cybersecurity threats, including phishing,
ransomware, and data breaches. Cyberattacks in the financial sector not only threaten the confidentiality and
integrity of customer data but also undermine public trust and economic stability.

In Uzbekistan, the regulatory environment for cybersecurity is still developing. While banks have started
adopting international security standards (e.g., ISO/IEC 27001), there remains a gap in technical infrastructure,
qualified personnel, and real-time threat detection systems. This study explores the cybersecurity landscape in
Uzbek commercial banks, identifies weaknesses, and proposes strategic recommendations.

LITERATURE REVIEW

The issue of cybersecurity in commercial banking has become a crucial area of academic inquiry,
particularly in the context of increasing digitalization. According to Kshetri (2016), cybersecurity threats in the
financial sector are escalating due to the growing complexity of digital financial infrastructures, requiring banks
to adopt more adaptive and predictive security strategies. Anderson and Moore (2007) highlight that economic
incentives and regulatory frameworks often determine how effectively cybersecurity is implemented within
banks.

In the Uzbek context, scholars such as Abdurakhmanov et al. (2021) have emphasized the urgent need
to modernize banking IT systems to withstand emerging cyber threats. Their findings suggest that most local
commercial banks still rely on legacy systems that are vulnerable to data breaches and ransomware attacks.
Furthermore, Rakhmatov (2022) argues that a lack of qualified IT security specialists in the banking sector of
Uzbekistan remains a significant barrier to achieving comprehensive cybersecurity.
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Several researchers, including Gai, Qiu & Zhao (2018), propose the integration of artificial intelligence
and machine learning to detect anomalies and prevent cyber intrusions in real-time. Meanwhile, Turaev and
Yusupova (2020) stress the importance of regulatory alignment with international cybersecurity standards,
such as ISO/IEC 27001, for Uzbek banks to ensure resilience against cross-border cyberattacks. Overall, the
literature reflects a growing consensus on the necessity of both technological and institutional transformations
in the banking sector to safeguard sensitive financial data and maintain customer trust.

RESEARCH METHODOLOGY

The research methodology applied in this study is based on a combination of primary and secondary data
sources, aimed at providing a comprehensive evaluation of cybersecurity practices in Uzbekistan’s banking
sector. Primary data was obtained through structured questionnaires distributed to 10 leading commercial banks
operating within the country. These questionnaires targeted IT departments and were designed to capture both
qualitative and quantitative insights into the existing cybersecurity infrastructure, incident response protocols,
and strategic investments in digital security. In addition to the surveys, in-depth interviews were conducted
with IT managers and cybersecurity officers, allowing for deeper contextual understanding of organizational
preparedness, challenges, and best practices in cyber risk mitigation. Furthermore, the study incorporated
official data and incident reports obtained from the Central Bank of Uzbekistan and the State Security Service,
which documented cyber incidents that occurred between 2020 and 2023. These reports served as a crucial
source for understanding the frequency, nature, and consequences of cyberattacks on financial institutions
within the national context.

Secondary data sources were used to provide a comparative framework and included international
benchmarks such as IBM’s X-Force Threat Intelligence Index and annual threat assessment reports issued
by the European Union Agency for Cybersecurity (ENISA). These references enabled the alignment of
Uzbekistan’s cybersecurity indicators with global standards and helped identify regional gaps in preparedness.
For the analysis phase, a variety of tools were applied. SWOT analysis was utilized to evaluate the strengths,
weaknesses, opportunities, and threats within current cybersecurity strategies adopted by the banks. A
quantitative comparison was conducted to assess the relationship between the frequency of cyber threats
and the level of financial investment in security infrastructure across the banks. Additionally, a risk matrix
modeling approach was employed to categorize threats based on their likelihood and potential impact, which
allowed for the prioritization of risks and the development of targeted mitigation strategies. This mixed-method
approach provided a multi-layered understanding of the cybersecurity landscape and offered evidence-based
recommendations for enhancing the resilience of Uzbekistan’s banking sector against evolving digital threats.

ANALYSIS AND RESULTS
Table 1. Types of cyber threats reported by Uzbek banks (2023).

Frequency (Monthly Avg.) Affected Banks (%)
Phishing Emails 340 90%
Malware Attacks 115 60%
Unauthorized Access 45 30%
Denial of Service (DoS) 20 25%
Insider Threats 12 10%
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Figure 1. Cybersecurity investment vs. detected incidents (2020-2023).

The results reveal a cybersecurity landscape that is evolving but remains vulnerable. Phishing and malware
attacks continue to dominate the threat environment, largely due to low awareness among bank staff and
inadequate endpoint protection. While some leading banks have implemented multi-layered security systems,
smaller institutions still lag behind because of budget limitations and shortages in skilled personnel.

A strong correlation exists between increased investment in cybersecurity and a reduction in incident rates,
highlighting the importance of both financial and strategic commitment. Additionally, the integration of Al-driven
threat detection tools and 24/7 security monitoring has proven effective in larger banks.

Regulatory compliance presents another significant challenge. Although Uzbekistan has enacted several
digital security regulations, enforcement and interbank coordination remain inconsistent. Collaboration between
private banks and the national cybersecurity agency is limited, resulting in inefficient threat intelligence sharing.

CONCLUSION

Cybersecurity is a critical pillar for the sustainable development of digital banking in Uzbekistan. While
notable progress has been made, a comprehensive national strategy is needed—one that incorporates
standardized security protocols, greater investment in infrastructure, continuous staff training, and stronger
cooperation between financial institutions and regulatory bodies. Enhancing cybersecurity across commercial
banks will not only safeguard consumer data and financial assets but also increase public trust in the country’s
expanding digital economy.
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