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A METHODOLOGICAL APPROACH TO 
DIGITALIZING INTERNAL AUDIT IN 
COMMERCIAL BANKS BASED ON THE 
CONTINUOUS AUDITING CONCEPT

Narziyev Xayotjon Azamatovich
Independent Researcher, Tashkent State University of Economics

Abstract. This article proposes a methodological approach to the digitalization and automation of internal audit 
processes in commercial banks based on the concept of continuous auditing. The proposed approach involves the use of data 
analytics, robotic process automation, and artificial intelligence tools and comprises a six-component technical architecture, 
implementation principles, and a six-stage implementation mechanism. The advantages of continuous auditing over traditional 
auditing are quantitatively substantiated, opportunities for further technological development in Uzbekistan’s banking sector 
are identified, and the investment payback period is estimated. The findings have practical significance for banks’ internal audit 
functions and regulatory authorities.

Keywords: continuous auditing, internal audit, digitalization, data analytics, robotic process automation, artificial 
intelligence, key risk indicators, commercial banks.

Аннотация. В статье предложен методологический подход к цифровизации и автоматизации процессов 
внутреннего аудита в коммерческих банках, основанный на концепции непрерывного аудита. Предлагаемый подход 
предусматривает использование анализа данных, роботизированной автоматизации процессов и инструментов 
искусственного интеллекта и включает шестикомпонентную техническую архитектуру, принципы внедрения и 
шестиступенчатый механизм реализации. Количественно обоснованы преимущества непрерывного аудита по 
сравнению с традиционным аудитом, выявлены возможности дальнейшего технологического развития банковского 
сектора Узбекистана и оценён срок окупаемости инвестиций. Результаты исследования имеют практическое значение 
для служб внутреннего аудита банков и регулирующих органов.

Ключевые слова: непрерывный аудит, внутренний аудит, цифровизация, анализ данных, роботизированная 
автоматизация процессов, искусственный интеллект, ключевые индикаторы риска, коммерческие банки.

I N T R O D U C T I O N
The continued expansion of banking services through digital channels—where a substantial share of 

transactions is processed in real time with limited human involvement—has introduced new requirements for 
internal audit. In this environment, annual sample-based examinations may not always provide sufficiently 
timely and comprehensive assurance over high-volume transaction flows. In accordance with Decree No. 
PF-6079 of the President of the Republic of Uzbekistan, dated October 5, 2020, “On Approval of the Digital 
Uzbekistan 2030 Strategy and Measures for Its Effective Implementation,” [1] digital transformation has been 
established as an important direction for the development of the banking sector. Accordingly, the digitalization 
of audit processes has become increasingly relevant for enhancing the effectiveness, timeliness, and practical 
value of internal audit.

The regulatory framework supporting this transformation continues to develop. The Global Internal Audit 
Standards emphasize the effective use of technology and the organization of internal audit activities on a data-
driven basis (IIA, 2024). The Cybersecurity Topical Requirement issued in 2025 also requires internal audit 
functions to consider risks arising from the digital environment (IIA, 2025). Similarly, the Basel Committee’s 
BCBS 223 document highlights the importance of including banks’ information systems within the scope of 
internal audit (BCBS, 2012). In commercial banks in Uzbekistan, the adoption of digital tools in internal audit 
is gradually expanding. Current indicators show that data analytics tools are used by 38% of banks, compared 
with 88% among selected international benchmark banks; robotic process automation is used by 22%, 
compared with 58%; and artificial intelligence tools are applied by 15%, compared with 40% internationally. 
These differences indicate considerable potential for the further development of technology-enabled internal 
audit practices.
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The purpose of this study is to develop a methodological approach to the digitalization and automation of 
internal audit processes in commercial banks based on the concept of continuous auditing and incorporating 
data analytics, robotic process automation, and artificial intelligence tools. The study aims to quantitatively 
assess the advantages of continuous auditing over the traditional approach; evaluate differences between 
domestic practices and international benchmarks; develop the technical architecture and implementation 
principles of a continuous auditing system; identify potential applications of artificial intelligence in audit; and 
substantiate a phased implementation mechanism and its economic efficiency. The study focuses on internal 
audit activities in commercial banks operating in the Republic of Uzbekistan.

L I T E R A T U R E  R E V I E W
The concept of continuous auditing entered academic discourse toward the end of the twentieth century. 

One of the earliest models for the continuous auditing of online systems introduced the idea of collecting 
audit evidence at the time a transaction occurs (Vasarhelyi and Halper, 1991). Over the following decades, 
the concept underwent practical testing. A pilot implementation of continuous monitoring of business-process 
controls in a large corporation demonstrated its technical feasibility (Alles et al., 2006), while the design and 
evaluation of a data-level continuous auditing system showed that transaction flows could be examined in their 
entirety (Kogan et al., 2014).

A separate strand of research focuses on the adoption and implementation of continuous auditing. At the 
micro level, the acceptance of the concept by internal auditors has been shown to depend on organizational 
maturity, professional competence, and management support (Vasarhelyi et al., 2012). The effects of big 
data and analytical tools on audit engagements have also been systematized, resulting in the development 
of a research agenda for the field (Appelbaum et al., 2017). The impact of artificial intelligence on the audit 
profession—including the automation of routine tasks and the shift of the auditor’s role toward more analytical 
functions—has been conceptually examined (Kokina and Davenport, 2017). A practical framework for applying 
robotic process automation to audit tasks has also been developed, demonstrating that RPA delivers the 
greatest benefits in repetitive, rule-based testing procedures (Eulerich et al., 2022). Empirical studies have 
further documented the transformation of the internal audit function and the emergence of new competency 
requirements in an increasingly digitalized business environment (Betti and Sarens, 2021).

The literature review nevertheless reveals several research gaps. First, existing studies generally examine 
individual technologies—such as data analytics, RPA, and artificial intelligence—in isolation. Relatively 
few studies integrate these technologies within a unified methodological approach that includes a common 
architecture, implementation principles, and a structured deployment mechanism. Second, the distinction 
between continuous auditing, which belongs to the third line, and continuous monitoring, which is primarily a 
first-line responsibility, is frequently blurred in practice. This may create a potential risk to the organizational 
independence of internal audit. Third, no sufficiently substantiated mechanism has been developed for 
implementing continuous auditing in Uzbek banks while taking account of the national regulatory framework 
and the existing information technology infrastructure. This article seeks to address these gaps.

R E S E A R C H  M E T H O D O L O G Y
The study employs a design-oriented mixed research strategy. Because its primary objective is to develop 

a methodological construct suitable for practical implementation, descriptive analysis was combined with the 
design of applied solutions. Architectural modelling was used to develop the continuous auditing system as 
a set of interconnected components. For each component, its function, input and output flows, and relevant 
technological tools were specified. Comparative analysis was applied to evaluate traditional and continuous 
auditing approaches against a common set of criteria, while quantitative benchmarking was used to compare 
the level of digitalization in domestic banks with international indicators.

The proposed sequence and indicative duration of the implementation stages were developed with 
reference to professional assessments and the organizational and technological conditions of commercial banks. 
Economic efficiency was evaluated by comparing cumulative investment flows with the expected financial and 
operational benefits. The information base of the study comprised the Global Internal Audit Standards (2024), 
the Cybersecurity Topical Requirement (2025), BCBS 223, and Resolution No. 3/2 of the Board of the Central 
Bank of the Republic of Uzbekistan, dated April 16, 2021, “On Approval of the Regulation on Requirements 
for Internal Audit in Commercial Banks,” registered by the Ministry of Justice of the Republic of Uzbekistan on 
May 7, 2021 under Registration No. 3302 [2], as well as information concerning banks’ audit functions and 
information systems and relevant international academic publications and professional reviews.
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A N A LY S I S  A N D  R E S U LT S
Advantages and Key Differences of Continuous Auditing
Continuous auditing refers to the performance of audit procedures on a continuous or high-frequency 

basis through automated tools. Its advantages over traditional periodic auditing are clearly demonstrated by 
quantitative indicators (Figure 1). Transaction coverage expands from limited sample-based testing under 
traditional auditing to near-complete coverage under continuous auditing. Continuous auditing also supports the 
earlier detection of anomalies and more timely responses to identified issues. These advantages are consistent 
with the findings of international pilot implementations (Alles et al., 2006; Kogan et al., 2014).

Figure 1. Advantages of Continuous Auditing over Traditional Auditing, %1

The distinction between the two approaches extends beyond technological features and reflects a broader 
evolution in audit methodology (Table 1). Continuous auditing complements periodic retrospective assessments 
by enabling more timely and process-oriented evaluation. At the same time, the auditor’s role increasingly 
develops from the collection of audit evidence toward its analysis, interpretation, and use in informed decision-
making (Kokina and Davenport, 2017).

Table 1
Comparative Analysis of Traditional Periodic Auditing and Continuous Auditing2

Criterion Traditional Periodic Auditing Continuous Auditing

Frequency Once or twice a year, according to the 
audit plan Continuously or on a daily/weekly basis

Coverage Sample-based testing, usually covering 
5–10% The entire population of transactions

Detection time Several months after the event Near real time

Source of audit evidence Documents, interviews, and 
observation System data and automated tests

Auditor’s role Evidence collector and examiner Analyst, model reviewer, and interpreter

Technological basis Office applications and limited use of 
CAATs

Data warehouse, analytical engine, RPA, 
and artificial intelligence

Content of the Methodological Approach
The proposed methodological approach consists of three structural layers: implementation principles, 

technical architecture, and an implementation mechanism. The principles layer establishes five key rules: risk-

1	  Source: Author’s calculations and synthesis based on Alles et al. (2006) and Kogan et al. (2014).
2	  Source: Developed by the author based on the literature reviewed.
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based prioritization, under which automation is directed first toward high-risk processes; modularity, meaning 
that the system is built from components that can be expanded gradually; functional separation, whereby 
continuous auditing, as a third-line function, is organizationally distinguished from continuous monitoring 
performed by the first line; the prioritization of data quality, requiring each data source to undergo reliability 
checks; and human oversight, ensuring that automated conclusions are not incorporated into the final audit 
report without auditor approval.

The third principle is particularly important. While continuous monitoring performs control activities on 
behalf of management, continuous auditing independently evaluates the effectiveness of that monitoring 
itself. Clearly maintaining this organizational boundary helps ensure that the internal audit function remains 
independent from the activities it is expected to evaluate.

The technical architecture was designed as a six-component chain (Figure 2): data sources → data 
warehouse → ETL layer → analytical engine → alert system → management dashboard. The functions and 
technological tools associated with each component are systematized in Table 2.

Figure 2. Six-Component Technical Architecture of the Continuous Auditing System3

Table 2
Functions and Technological Tools of the Architectural Components4

Component Function Technological Tools

1. Data sources
Provide primary data from automated 
banking systems, payment applications, 
CRM platforms, and accounting systems

System interfaces and API integrations

2. Data warehouse Store data obtained from various sources in 
a standardized format Corporate data warehouse

3. ETL layer Extract, clean, standardize, and load data ETL platforms and data-quality 
validation rules

4. Analytical engine Perform automated control tests, detect 
anomalies, and generate predictive models

Analytical software packages, machine 
learning models, and RPA bots

5. Alert system
Generate prompt notifications of threshold 
breaches and prioritize them according to 
risk level

KRI thresholds and notification 
mechanisms

6. Management 
dashboard

Visualize results for auditors and the audit 
committee Interactive dashboards and risk maps

Applications of Artificial Intelligence Tools
Artificial intelligence and machine learning tools represent the most advanced layer of the analytical engine. 

Their application in bank auditing was systematized into four main areas (Figure 3). In anomaly detection, 
models identify deviations from normal patterns within transaction flows, including unusual combinations of 
amounts, timing, and counterparties. Predictive analytics estimates the likelihood of problem assets emerging 
in the loan portfolio and directs audit attention toward future risks. Text analytics automatically searches 
contracts, internal documents, and customer complaints for potential risk indicators. Network analysis, in turn, 
is effective in identifying related parties and chains of suspicious transactions, particularly in the area of anti-
money laundering controls (Appelbaum et al., 2017; Eulerich et al., 2022).

3	  Source: Developed by the author based on the literature reviewed.
4	  Source: Developed by the author based on the literature reviewed.
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Figure 3. Four Application Areas of Artificial Intelligence and Machine Learning Tools in Bank Auditing5

Implementation Mechanism and Economic Efficiency
The implementation of continuous auditing is structured as a phased development process aligned with 

the bank’s organizational and technological readiness (Table 3). It begins with a diagnostic assessment and 
continues through the selection of pilot audit areas, the automation of control tests, the development of a key risk 
indicator system, and the introduction of a management dashboard. This gradual approach supports effective 
implementation and facilitates the progressive expansion of audit coverage across the bank’s activities.

Table 3 
Six-Stage Mechanism for Implementing Continuous Auditing6

Stage Key Activities Duration Responsible Parties

1. Diagnostic assessment Audit the information infrastructure and 
data quality 2 months Head of Internal Audit 

and IT Director
2. Pilot projects Select and test 3–5 high-risk audit areas 6 months Audit team

3. Control tests Automate recurring control tests 6 months Internal Audit and IT 
departments

4. Risk indicators Implement more than 50 key risk 
indicators 4 months

Risk Management 
and Internal Audit 
departments

5. Management dashboard Develop a visual interface and reporting 
framework 3 months IT and Internal Audit 

departments

6. Full-scale expansion Gradually extend the system to all audit 
areas 12 months Head of Internal Audit

The economic rationale for implementation was assessed by comparing investment costs with the expected 
stream of benefits (Figure 4). Infrastructure and licensing expenditures, which are concentrated mainly in the 
initial years, are expected to be offset by cumulative benefits after approximately three and a half years. These 
benefits may arise from more efficient use of audit resources, earlier identification of potential losses, and 
reduced exposure to regulatory non-compliance risks. Over an eight-year horizon, cumulative benefits are 
projected to exceed total investment by more than twofold. This estimate is based on a conservative scenario 
and may be refined according to the bank’s scale, technological infrastructure, and level of organizational 
readiness.

5	  Source: Compiled by the author based on Appelbaum et al. (2017), Kokina and Davenport (2017), and Eulerich et al. (2022).
6	  Source: Developed by the author based on expert assessments.
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Figure 4. Cumulative Investment and Benefit Flows from the Implementation of Continuous Auditing over an Eight-
Year Horizon7

The discussion indicates that the proposed methodological approach integrates three strands of research 
that have largely developed separately in the literature: technical models of continuous auditing (Vasarhelyi 
and Halper, 1991; Kogan et al., 2014), factors affecting its adoption (Vasarhelyi et al., 2012), and studies of 
individual technologies (Kokina and Davenport, 2017; Eulerich et al., 2022). The principle of functional separation 
establishes a clear organizational boundary between continuous auditing and continuous monitoring, thereby 
safeguarding the independence of the internal audit function. The phased implementation mechanism also 
makes the approach adaptable to banks with different levels of organizational and technological maturity. At the 
same time, the proposed approach is naturally aligned with performance measurement systems: automatically 
collected indicators may provide an information base for the quality assurance and improvement programme 
and for internal audit performance indicators (IIA, 2024).

C O N C L U S I O N  A N D  S U G G E S T I O N S
Based on the findings of the study, the following conclusions and recommendations were formulated:
In the context of the digital transformation of banking activities, periodic sample-based auditing may not 

always provide sufficiently timely and comprehensive assurance over high-volume transaction flows. The 
transition to continuous auditing makes it possible to achieve virtually complete transaction coverage while 
substantially improving the early detection of anomalies and the speed of response to identified issues.

A comprehensive methodological approach to the digitalization of internal audit was developed. It comprises 
five implementation principles—risk-based prioritization, modularity, functional separation, data quality, and 
human oversight—a six-component technical architecture, and a six-stage implementation mechanism. The 
approach integrates data analytics, robotic process automation, and artificial intelligence tools within a unified 
system.

The analysis identified opportunities for further expanding the use of digital technologies in internal audit 
functions within commercial banks in Uzbekistan. Compared with the selected international benchmarks, 
adoption rates are 50 percentage points lower for data analytics, 36 percentage points lower for robotic process 
automation, and 25 percentage points lower for artificial intelligence tools. These differences indicate potential 
areas for targeted technological development and capacity building.

Four priority areas for the application of artificial intelligence in bank auditing were identified: anomaly 
detection, predictive analytics, text analytics, and network analysis. Their implementation should be supported 
by consistent auditor oversight of automated findings and conclusions.

Commercial banks are advised to implement continuous auditing gradually over a three-year horizon, 

7	  Source: Author’s calculations based on the proposed implementation scenario.
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progressing from initial diagnostics to comprehensive system expansion. The calculations indicate that the 
required investment may be recovered in approximately three and a half years. It is also recommended that 
the Central Bank support continuous auditing through methodological guidance and monitor relevant indicators 
within banks’ digitalization reporting frameworks.

Future research should focus on the governance of artificial intelligence models used in auditing, including 
model-risk assessment and explainability, as well as on the development of mechanisms for automatically 
calculating performance indicators based on continuous auditing data.
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